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THE GENERAL ASSEMBLY 
  
P1) Recognizing, the increasing misuse of digital technologies and cyber operations in the context of the ongoing conflict in Ukraine, where state and non-state actors have targeted critical infrastructure and governmental systems
P2) Concerned, by the widespread cyberattacks on essential civilian services, including energy networks, healthcare systems, and communication channels, which have disrupted daily life and endangered civilian well-being.
P3) Recognizing, that the use of cyber warfare and digital disinformation during armed conflict undermines international peace and security and violates principles of sovereignty and the protection of civilians under international law.
  
O1) Calls for the establishment of a United Nations–coordinated cyber defense and response mechanism to support Member States, in preventing, detecting, and mitigating cyberattacks targeting critical infrastructure and civilian services such as energy, healthcare, and communication systems, while strengthening international cooperation and resilience against digital threats,
O2) Calls upon Member States to develop and strengthen international legal frameworks and UN-backed monitoring mechanisms to regulate cyber warfare and combat digital disinformation during armed conflict, ensuring accountability for violations and reinforcing respect for state sovereignty and the protection of civilians under international law,
O3)Calls for the establishment of comprehensive international regulations under the United Nations to govern the use of cyber operations during armed conflict, including mechanisms for attribution, accountability, and enforcement against state and non-state actors, alongside strengthened global cooperation to prevent cyberattacks, combat digital disinformation, and protect critical civilian infrastructure, thereby upholding international peace, security, and respect for state sovereignty under international law.

O4) Recommends that any member state that misuses gadgets and cyberattacks against any other member states, will come under the eye of the International Court of Justice. 
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